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[image: image1.emf]Fault Management Process -

Total Quality Management

Complete handoff from engineering to

management by auditing the checklist

- Configure CiscoWorks VoIP Health Monitor

(VHM) and HP OV’s NNM for monitoring

CCM, Unity, DHCP voice servers, VoIP

gateways, switches hosting IP phones, IP

phones.

- Configure CIscoWorks Cisco Voice Manager

and proprietary VMS for administering router-

based VoIP gateways.

-Configure QoS Policy Manager for monitoring

QoS devices, end-to-end, in the network, to

proactively detect trouble spots due to

configuration issues.

- Configure IR Prognosis tool for monitoring

the quality of IP telephony.

- Configure BMC Patrol to monitor health of

IPT and IP CC servers. Configure IPmon to

monitor application specific processes and

parameters in the servers.

- Configure trouble ticketing IPpm server to

receive alarms from management servers;

prioritize them as sev 1, sev 2 or sev 3 / 4;

open ticket for problem resolution; track

history of the problem as it gets resolved.

Monitor voice devices in the enterprise

network 24x7.

A

Familiarize customer with IPsoft's interface:

866-IPSOFT-6 for reporting trouble, email for

opening lower priority cases, telnet password

for access to managed devices, and

dedicated SE for the customer.

- Provision Frame-Relay 16 kbps PVC / S2S

VPN from IPsoft NMC to the hub site for in-

band primary mgmt path

- Provision out-of-band dial access modems

for access to VoIP gateways
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Fault detection:

- Receive poll responses and traps from the enterprise IPT

and IP CC network via integrated VHM/NNM and BMC

Patrol/IPmon.

- Customer reports trouble. Retrieve log and troubleshooting

information from the affected devices.

Fault correlation:

- Poll devices and execute VHM’s synthetic transactions to

determine status of telephony devices related to the fault.

- Poll responses and enterprise network topology are fed to

the fault correlator (state machine coded as rules in the

trouble ticketing IPpm server) to identify root causes and

their associated probabilities.

Is the trouble

resolved to customer

satisfaction? Within the

time limite for

the severity level?

Escalate to Tier 2, IPT

experts, for trouble

resolution.

No

Root cause

of the fault?

Which device?

Reload the correct

image from the

TFTP server
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- Reset the affected

module.

- Call Cisco

SMARTnet

Maintenance to

replace the faulty

hardware on-site.
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Fix the configuration,

recycle the affected

interface

Software issue

- Update System

Availability and

TTR (SLA)

metrics.

- Update

“Lessons

Learned” to

build intelligence

to troubleshoot

the fault in

future.

- Share

reporting with

customer, at the

end of each

quarter.

E

N

D

Yes

Follow Methods and Procedures (M&Ps) to fix the root cause

starting with the most probable.
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Fault Management Process - Total Quality Management�

Complete handoff from engineering to management by auditing the checklist�

- Provision Frame-Relay 16 kbps PVC / S2S VPN from IPsoft NMC to the hub site for in-band primary mgmt path
- Provision out-of-band dial access modems for access to VoIP gateways�

- Configure CiscoWorks VoIP Health Monitor (VHM) and HP OV�s NNM for monitoring CCM, Unity, DHCP voice servers, VoIP gateways, switches hosting IP phones, IP phones.
- Configure CIscoWorks Cisco Voice Manager and proprietary VMS for administering router-based VoIP gateways.
-Configure QoS Policy Manager for monitoring QoS devices, end-to-end, in the network, to proactively detect trouble spots due to configuration issues.
- Configure IR Prognosis tool for monitoring the quality of IP telephony.
- Configure BMC Patrol to monitor health of IPT and IP CC servers. Configure IPmon to monitor application specific processes and parameters in the servers.
- Configure trouble ticketing IPpm server to receive alarms from management servers; prioritize them as sev 1, sev 2 or sev 3 / 4; open ticket for problem resolution; track history of the problem as it gets resolved.�

Monitor voice devices in the enterprise network 24x7.�

A�

Familiarize customer with IPsoft's interface: 866-IPSOFT-6 for reporting trouble, email for opening lower priority cases, telnet password for access to managed devices, and dedicated SE for the customer.�
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Fault detection:
- Receive poll responses and traps from the enterprise IPT and IP CC network via integrated VHM/NNM and BMC Patrol/IPmon.
- Customer reports trouble. Retrieve log and troubleshooting information from the affected devices.�

Fault correlation:
- Poll devices and execute VHM�s synthetic transactions to determine status of telephony devices related to the fault.
- Poll responses and enterprise network topology are fed to the fault correlator (state machine coded as rules in the trouble ticketing IPpm server) to identify root causes and their associated probabilities.�

Is the trouble
resolved to customer
satisfaction? Within the 
time limite for
the severity level?�

Escalate to Tier 2, IPT experts, for trouble resolution.�

No�

Root cause
of the fault?
Which device?�

Reload the correct image from the TFTP server�

OS corruption�

- Reset the affected module.
- Call Cisco SMARTnet Maintenance to replace the faulty hardware on-site.�

Faulty hardware�

Fix the configuration, recycle the affected interface�

Software issue�

- Update System Availability and TTR (SLA) metrics.
- Update �Lessons Learned� to build intelligence to troubleshoot the fault in future. 
- Share reporting with customer, at the end of each quarter.�

E
N
D�

Yes�

Follow Methods and Procedures (M&Ps) to fix the root cause starting with the most probable.�


